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System model

Symmetric Outsourced Database: Näıve model

∗ Client U : DB D를 Server S에 저장

∗ Privacy issue: S learns all tuples in D

Client U

〈Store,D〉
DB

Server S

Database D

A1 A2 · · · An

a11 a12 · · · a1n

...
... · · ·

...
am1 am2 · · · amn
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System model

Symmetric Outsourced Database: Somewhat private· · ·
∗ Client U : 암호화한 DB D를 Server S에 저장

∗ Technical issue: How to get α =
∑m

i=1 aij?

aij ← e(k , aij)

(e(, ) is an enc. ftn)

〈Store,D〉
DB

Server S

Database D

A1 A2 · · · An

a11 a12 · · · a1n

...
... · · ·

...

am1 am2 · · · amn

김명선 (수원대학교) Query-private DB Query Processing Technique 2차워크샵@암호연구회 4 / 23



System model

Symmetric Outsourced Database: Somewhat private· · ·
∗ Client U : 암호화한 DB D를 Server S에 저장

∗ Technical issue: How to get α =
∑m

i=1 aij?

aij ← e(k , aij)

(e(, ) is an enc. ftn)

〈Store,D〉
DB

Server S

Database D

A1 A2 · · · An

a11 a12 · · · a1n

...
... · · ·

...

am1 am2 · · · amn

김명선 (수원대학교) Query-private DB Query Processing Technique 2차워크샵@암호연구회 4 / 23



System model

Symmetric Outsourced Database: Better private!

∗ Client U : Homo Enc E ()로 암호화한 DB D를 Server S에 저장

∗ S computes α =
∑m

i=1 aij

∗ U learns α by decrypting α

aij ← E (k , aij)

〈Store,D〉
DB

Server S

Database D

A1 A2 · · · An

a11 a12 · · · a1n

...
... · · ·

...

am1 am2 · · · amn
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Private Query

How to query over D?

i) Q∗ ← Compiler(k,D, . . .)

ii) Query Q∗

iii) Result set W DB

Server S

Database D

A1 A2 · · · An

a11 a12 · · · a1n

...
... · · ·

...

am1 am2 · · · amn

How to work the Compiler?
1 Q ::= SELECT attribute list FROM Relation WHERE select condition;
2 Encrypt all constants in select condition
3 Q∗ ::= SELECT attribute list FROM Relation WHERE select condition;
4 Run Q∗ over D
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Private Query

Details of select condition
∗ An example

− Q = SELECT Name FROM STUDENT WHERE Grd=’A’ AND Sex=’M’;
− a1 ← E(k, ’A’) and a2 ← E(k, ’M’)
− Q∗ = SELECT Name FROM STUDENT WHERE Grd=a1 AND Sex=a2;

Computation on S’s side

∗ Construct a circuit CQ∗ : ∀i ,Name[i ] · (EQ(Grd[i ], a1) · EQ(Sex[i ], a2))
∗ Run the circuit, W = {w1, . . . ,wm} ← CQ∗(D)

Is everybody happy?

∗ ∗ ∗ No!! ∗ ∗ ∗

EQ(a, b) := (a = b) ? 1 : 0
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Problem statement

Why “No”?

S can learn the logical operators (e.g., and/or) from Q∗

Our problem

How to hide the operators from the suspicious server?

An Example

and

and

Grd = a1 Sex = a2

Class = a3

Figure 1: A Query Tree

SELECT Name, Depart, Address
FROM STUDENT
WHERE Grd = a1
AND Sex = a2
AND Class = a3;

Figure 2: An SQL Statement
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Possible approaches

1 Searchable symmetric encryption (SSE)

∗ Single/multi-keyword search (e.g., [SWP00, CGKO06, BW07, HK14])
⇒ Reveal query statements

∗ SSE+2-party Protocol (e.g., [CJJ+13])
⇒ Reveal query conditions

∗ Dynamic SSE (e.g., [KPR12, KP13, NPG14])
⇒ Allow update operations but reveal query statements

∗ Multi-user SSE (e.g., [JJK+13]
⇒ Insecure against collusion among users

∗ Zhang et al.’s powerful attack over SSE [ZKP16]

2 ORAM

∗ Great privacy but very costly (e.g., [SDS+13, NPG14])

3 Hybrid techniques

∗ CryptDB and its variants (e.g., [SNCB15])
⇒ OPE-level security but practical

김명선 (수원대학교) Query-private DB Query Processing Technique 2차워크샵@암호연구회 9 / 23
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Idea sketch

Our goals

1 Hide the select condition clause
⇒ Protect both private constants & logical operators

2 Harmonize security and performance
⇒ Allow to reveal the select-statement & the from-statement
⇒ Apply SIMD, Automorphism, Dynamic programming, Heuristics

Our settings

1 Underlying encryption: (leveled) Fully homomorphic encryption
2 Main tool: EQ circuit

∗ depth(EQ) = dlog ne for two n-bit inputs

3 Support: Conj., Disj. and Threshold Conj. queries

Our idea

Express all of target queries as the same structure of circuits
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Idea sketch

Main observations

1 Using EQ, target queries can be expressed into the same circuit

∗ F2` : the plaintext domain
∗ ai , b, c , d ∈ F2` and Ai ∈ F2`

∗ Circuit C? defined by

C? = d +
n∏

i=1

(
b + EQ

(
Ai , ai

)
· c
)

2 Evaluation table

Query type b c d Result of C ?

Conjunction 0 1 0 0/1
Disjunction 1 1 1 0/1
Threshold Conjunction 1 1 + t 0 tκ

t ∈ F∗
2`

and κ: # of threshold conditions

김명선 (수원대학교) Query-private DB Query Processing Technique 2차워크샵@암호연구회 11 / 23



Idea sketch

Main observations

1 Using EQ, target queries can be expressed into the same circuit

∗ F2` : the plaintext domain
∗ ai , b, c , d ∈ F2` and Ai ∈ F2`

∗ Circuit C? defined by

C? = d +
n∏

i=1

(
b + EQ

(
Ai , ai

)
· c
)

2 Evaluation table

Query type b c d Result of C ?

Conjunction 0 1 0 0/1
Disjunction 1 1 1 0/1
Threshold Conjunction 1 1 + t 0 tκ

t ∈ F∗
2`

and κ: # of threshold conditions

김명선 (수원대학교) Query-private DB Query Processing Technique 2차워크샵@암호연구회 11 / 23



Idea sketch

Main observations–continued

Still, a bit problem: the results for threshold queries are still t i

⇒ Modify the results into either 0 or 1

Our technique

∗ S is required to evaluate an encrypted polynomial g(X ) regardless of
query types

g(X ) =

{
1 if a condition holds

0 otherwise

where for a polynomial g =
∑

giX
i ∈ F2` [X ], its encryption ḡ := (ḡi )i
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김명선 (수원대학교) Query-private DB Query Processing Technique 2차워크샵@암호연구회 12 / 23



The construction

Client’s activities
R(A1,A2, . . . ,Am) : a table schema.
J ⊆ [m] := {1, 2, . . . ,m}: indices of attributes at query-condition.
aj∈J : a constant for comparison to the attribute value in Aj .

Conjunctive:
∧

j∈J(Aj = aj)

1 j ∈ J: bj = 0, cj = 1

2 j 6∈ J: bj = 1, cj = 0, aj
$←− F2`

3 ∀j ∈ [m], dj = 0

4 g ∈ F2` [X ] such that
g(1) = 0 ∧ g(0) = 0

Disjunctive:
∨

j∈J(Aj = aj)

1 j ∈ J: bj = 1, cj = 1

2 j 6∈ J: bj = 1, cj = 0, aj
$←− F2`

3 ∀j ∈ [m], dj = 1

4 g ∈ F2` [X ] such that
g(1) = 0 ∧ g(0) = 0
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The construction

Client’s activities–continued

∗ R(A1,A2, . . . ,Am) : a table schema
∗ J ⊆ [m] := {1, 2, . . . ,m}: indices of attributes at query-condition
∗ aj∈J : a constant for comparison to the attribute value in Aj

Conjunctive for a threshold T

1 j ∈ J: bj = 1, cj = (1 + t)

2 j 6∈ J: bj = 1, cj = 0, aj
$←− F2`

3 ∀j ∈ [m], dj = 0

4 g ∈ F2` [X ] such that g(tκ) =

{
1 if T < κ ≤ m

0 if 0 ≤ κ ≤ T

The client encrypts all aj , bj , cj , di and all coefficients of g and sends
them to the server.
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The construction

Server’s activities

∗ R(A1,A2, . . . ,Am) : a table schema
∗ n: # of tuples
∗ Ai : an attribute in the select statement

1 Receive (āj , b̄j , c̄j , d̄j)j∈[m] and ḡ

2 Compute β̄ij = b̄j + EQ(Āj [i ], āj) · c̄j
where i : tuple index and j : attribute index

3 Compute ζ̄i = d̄j +
∏

j∈[m] β̄ij

4 Compute γ̄i = ḡ(ζ̄i ) · Āi

5 Return {γ̄i}i∈[n]
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Evaluation

Cost estimation

Computation costs
1 For β̄ij : log `+ 1 mul. depth
2 For

∏
β̄ij : logm mul. depth

3 For γ̄i : log(m + 1) + 1 mul. depth

Communication costs
1 Client: n + 4m + 1 BGV ciphertexts
2 Server: n BGV ciphertexts
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Evaluation

PoC implementation

NTL+GMP+HElib-based implmentation

Dataset: a relation schema with degree 12 & each attribute of about
40 bits

Parameter selection for the BGV scheme
1 Security parameter:80 ∼ 125
2 Multiplcative depth: 17, # of slots: 336 ∼ 396
3 # of tuples: 336 ∼ 16384
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Wrap-up

Summary

Project review

Description of our techniques

Review of experimental implementation

********** Thanks & Question? **********
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